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1.Which two considerations must a network engineer have when planning for voice over wireless roaming?
(Choose two.)

A. Roaming with only 802.1x authentication requires full reauthentication.

B. Full reauthentication introduces gaps in a voice conversation.

C. Roaming occurs when e phone has seen at least four APs.

D. Roaming occurs when the phone has reached -80 dBs or below.

Answer: AB

2.Which three of the items listed are required configuration parameters for the WLC to enable NAC
out-of-band single sign-on when implementing NAC appliances? (Choose three.)

A. EAP authentication

B. web authentication

C. SNMP

D. RADIUS accounting

E. WLAN > SNMP NAC enabled

F. WLAN > RADIUS NAC enabled

Answer: C,D,E

3.An engineer is responding to a man-in-the-middle attack and needs to enable security features to
prevent such attacks in the future. What security feature would prevent a manin-the-middle attack?

A. Management Frame Protection

B. ACL

C. Enable client and infrastructure MFP

D. AAA Override

Answer: C

4 Refer to the exhibit.

WLANS > Edit

| General - Security . ;- QoS i I Advanced

Allow AAA Override ™ Enabled DHCP
Coverage Hole Detection ¥ Epabled DHCF Server T override
Enable Session Timeout v |IBDD
Seszzion Timeout (secs) DHCP Addr. Assignment [ Required
Aironet IE W Enabled Management Frame Protection (MFP)
Diagnostic Channel ™ Enabled
1PvE Enable O Infrastructure MFP Protection [# (Global MFF Disabled)
Owerride Interface ACL |N0ne VI MFP Client Protection 2 |O|:|ti0na| YI
P2P Blocking Action |Disab|ed 'I DTIM Period (in beacon intervals)
Client Exclusion £ iU
M Enabled Timeout Value (secs) 802.11a/n (1 - 255) ll
HREAP 802.11b/g/n (1 - 255) i]_
H-REAP Local Switching 2 ™ Enabled NAC
Learn Client IP Acdress & [ Enabled state [ Enableé

What is the effect of setting Client Exclusion to Enabled and set to a Timeout Value of 0 seconds in a
Cisco WLC v7.0?
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A. Excluded clients must be manually removed from the excluded list.
B. Client exclusion will not occur.

C. Client exclusion timeout will be determined by the IDS module.

D. Clients will only be disconnected and not excluded.

Answer: A

5.What NAC appliance component is configured to create user roles, meet remediation requirements, and
handle checking for device compliance?

A.NGS

B. NAA

C. NAS

D. NAM

Answer: D
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