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1. Which of the following is an advantage of using WS-Security instead of SSL?
A. Provides assured message delivery.

B. Provides message integrity for the entire message.

C. Provides security in end-to-end scenarios across trust boundaries.

D. Provides mutual authentication to authenticate both the server and client.

Answer: C

2. A customer would like to use a WebSphere DataPower service to translate inbound xml messages into
COBOL copybook messages. The translation will be performed by a predefined WebSphere
Transformation Extender map file. The DataPower service should support both WebSphere MQ and
HTTP on the front-side.

Based on the scenario above, which of the following is the MOST appropriate DataPower service type?
A. Web Service Proxy

B. XML Firewall Service

C. Multi-Protocol Gateway

D. Web Application Firewall

Answer: C

3. A company is planning to implement disaster recovery (DR) for their two existing WebSphere
DataPower Integration Appliance XI50s which have been used for different projects.

The following conditions apply:

1) The two devices (source and target appliance) are located in geographically dispersed data centers.

2) The firmware level is V3.8.1 on the source appliance and V3.8.1 on the target appliance and their
hardware is compatible

3) Both appliances have a different set of users that need to be merged

4) The source appliance has been initialized with disaster recovery mode and is to be securely backed up
and restored on to the target appliance.

Which of the following statements is TRUE and supports the above conditions?

A. The target appliance must be set to disaster recovery mode for the secure restore to be successful.

B. Merge the contents of the source appliance with the target appliance so as to merge the users on both
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appliances and do not use the overwrite option when prompted.

C. The target device will be overwritten. It is not possible to automatically merge the different users on
source and target appliances using secure backup and restore.

D. After a secure restore was run, the administrator realizes that some existing data on the target
appliance needs to be saved so the admin can stop the secure restore and start it later after backing up
required data on the target appliance

Answer: C

4. A customer wants to protect communication between two WebSphere DataPower appliances against a
replay attack. The second DataPower appliance needs to validate that the messages received from the
first appliance have spent no more than 30 seconds in transit.

Which of the following configurations would meet these requirements?

A. Set the var://service/transaction-timeout variable on the first DataPower appliance to 30 seconds.

B. Configure mutually authenticated SSL between the two DataPower appliances with an SSL timeout
configured to 30 seconds.

C. Configure the front side handler on the second DataPower appliance with the Stale Connection
Timeout field set to 30 seconds.

D. Use a scheduled processing policy rule on the second DataPower appliance containing a Filter action
and configured to run every 30 seconds.

E. Use symmetric encryption to encrypt a token containing a timestamp on the first DataPower appliance
and decrypt it on the second appliance.

Answer: E

5. Which of the following protocols are NOT supported by Front Side Handlers?
A.FTP

B. NFS

C.RSS

D. lIOP

E. Tibco EMS

F. WebSphere MQ
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Answer: CD

6. A customer would like to use a Multi-Protocol Gateway (MPGW) to process an inbound XML message
and use a local XSL file to map some of its data to a SOAP message.

When configuring the processing policy for this MPGW, which of the following actions should be used for
the data mapping?

A. Transform (xform)

B. Transform PI (xformpi)

C. Transform Binary (xformbin)

D. Transform SOAP (xformsoap)

Answer: A

7. A solution implementer is debugging a Web Services Proxy with an HTTPS Front Side Handler

irregular performance to the backend service cannot be explained so a packet capture is run to dig
deeper into the issue. The results need to be stored in a file called capture-1. Also the developer does not
want to have irrelevant data captured so as to focus on the problem at hand. A size limit of 30 minutes of
capture time or 2.5 meg of total size of the data captured (which ever occurs first) needs to be imposed.
Which of the following packet capture CLI commands is correct?

A. packet-capture local:///capture-1 30 2.5 "host serverl and src port=443"

B. packet-capture temporary:///capture-1 30 2.5 "host serverl src port=443"

C. packet-capture temporary:///capture-1 1800 2500 "host serverl and dst port=443"

D. packet-capture temporary:///capture-1 1800 2500 "host serverl and dst port=9092"

Answer: D

8. Which of the following is the correct CIDR notation for the IP Address below?
IP Address: 192.168.1.81

Subnet Mask: 255.255.255.0

A. 192.168.1.81/8

B. 192.168.1.81/16
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C. 192.168.1.81/24
D. 192.168.1.81/32

Answer: C

9. Which of the following IPv4 address classes supports a maximum of 256 addresses per subnet?
A. Class A
B. Class B
C.Class C
D. Class D
E. Class E

Answer: C

10. What is the size (in bytes) of an IPv6 IP address?
A. 4

B.6

C.8

D. 16

Answer: D

11. Which of the following IPv4 IP addresses is the loopback address?
A.0.0.0.0

B.0.0.0.1

C.127.0.0.0

D. 127.0.0.1

E. 255.255.255.0

F. 255.255.255.1

Answer: D

12. A bank wants to use PKI so that its partners can securely access financial transaction data.

Certificates signed by a well-known Certificate Authority are used to implement the solution.
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Which of the following solution requirements match an appropriate field in the certificate?

A.
Solution Requirement Certificate Field
The bank and its partners need to be sure that the certificates Validity notBefore notAfter
being used are valid for exactly 1 year.
B.
Solution Requirement Certificate Field
Compromised certificates (as declared by a trusted authonty) Version
should not be accepted by the bank or its partners.
C.
Solution Requirement Certificate Field
The parttner wants to validate the hostname of the bank's 55L Subject
server using a field in the certificate.
D.
Solution Requirement Certificate Field
The bank wants to constrain that the cerificate should only be Certificate Basic constraints
used for transport (e.g. S5 transport) purposes.
E.
Solution Regquirement Certificate Field
The certificate subject of a centificate given to a partner should | Certificate Key Usage
not be a Certification authority.
F.
Solution Regquirement Certificate Field
The bank wants to use X 509 V3 cerificates. Cerificate Policies
Answer: AC

13. The SAML Holder of Key (HOK) method uses PKI to establish trust between a consumer and provider
in different trust domains. An Attesting Entity that is trusted by both the consumer and the provider is used.
Here is an example of an HOK scenario:

1) A SOAP message is sent by a client to an Attesting Entity over SSL.

2) The Attesting Entity obtains the public key of the client and places it in the SAML token it is creating in
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response to the client request, and digitally signs the token.

3) The client adds that SAML token to the SOAP header and constructs the SOAP body, signs it with its
own key, and calls the web service provider over SSL.

4) The web service provider verifies the SAML token was signed by the trusted Attesting Entity and
processes the message.

Given this scenario, which of the following elements of PKI are used to establish trust between the
consumer and provider?

A. The Attesting Entity, provider and consumer use a shared private key to establish trust between them.
B. The Attesting Entity sends its public key to the provider which the provider compares to the trusted
public key in its key store to establish trust.

C. The Attesting Entity digitally signs the consumer message with its private key which the provider
verifies using the trusted public key of the Attesting Entity.

D. The Attesting Entity vouches for the consumer since it authenticated the consumer first and asserts
that by sending a SAML token to the provider over a secure channel.

Answer: C

14. Which of the following is NOT a required feature of a secure SSL connection?

A. Message integrity.

B. The negotiation of a shared secret key is secure.

C. The client credentials must be sent to the server.

D. The peer's identity can be authenticated using asymmetric, or public key cryptography.

Answer: C

15. SSL uses which encryption type to create a session between client and server?
A. Private Key encryption

B. Symmetric encryption

C. Asymmetric encryption

D. Both Symmetric and Asymmetric encryption

Answer: D
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16. Which of the following XML messages is a valid SOAP fault under the SOAP 1.1 standard?

A.

<env:Envelope xmlns:env="http://schemas.xmlsnap.org/snap/envelope/ ">
<env:Body>
<env:Fault>
<faultcode>»=soap:Host</faultcode>
<faultstring»Internal Error (from host)</faultstring>
“<fenv:Fault>
</env:Body>
</env:Envelope>

B.
cenv:Envelope xmlns:env="http://=2chemas.xml=soap.org/soap/envelope/ ">
<enwv:Body>
<env:Faulc>
<faultname>env:Host</faultname:r
<faultstring>Internal Error (from host)</faultstring>
</fenv:Fault>
</env:Body>
< /fenv:Envelope>
C.
env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>
<env:Fault»
«faultcoderenv:Client</faultcode>
<faultestring»Internal Error (from client)</faultstring>
</env:Fault>
</envi:Body>
</env:Envelope>
D.
<env:Envelope xmlins:env="http://schemas.xmlsoap.org/scap/envelope/">
<env:Body>
<env:Fault>
<fanltname>env:Client</fanltname>
<faultstring>Internal Error (from client)</faultstring>
<fenv:Fault>
< /env:Body>
</env:Envelope>
Answer: C

17. Which XML document is NOT valid?
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<a xmlns="http://schemas.ibm.com/a">
<b>
<c ¥mlns="http://schemas.ibm.com/c"/>
</b>
</a>

<a:a xmlns:a="http://schemas.ibm.com/a"
xmlins:b="http://schemas.ibm.com/b"
xmlns:c="http://schemas.ibm.com/c">
<b:b>
RS Ot 3
</b:b>
<ifazas

<a:a zmlns="http://schemas.ibm.com/a">
<b:b xmlns="http://schemas.ibm.com/b">
<c:c xmlns="http://schemas.ibm.com/c"/>
</b:b>
</a:a>
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<b:a msmlns:a="http://schemas.ibm.con/a"
xmins:b="http://schemas.ibm.com/b"
xmlns:c="http://schemas.ibm. com/c">
<Cih>
<a:c/>
</c:b>

</bra>

Answer: C

18. Which XML document is valid?

A.

= e
<b>
1 A=W
<Az
< 5>
<1
il pempmfs
< i
</a>
</a>
</ v
</e>
< /1>
</b>
</a>
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<>
S e
<d/>
</a>
<>
<1
<n>
< d="a" >
</n>
</f1i>
</m>
</fa>
<d/ >
</fa>
< /m>
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<=
<c/>

</fa>

Lr>
<a/f>

ol o

al>

</ >

</a>

</E>
</1>
</ s>
</fa>
<S>
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La>
L
=
]
<fa»
<p>
< 1>
<ax
ik ¥
Llan
Le/ >
o T = Tkt
</ 1>
</p>
<ax
<>
o ]
< /m>
</fa>

Answer: D

19. Which of the following SOAP messages is valid according to the SOAP specification?

A.
=7xml version="1.0" encoding="UTF-8"?=
=soap:Envelope xmins: soap="http:lwww w3 org/2003/05/50ap-envelope™
=50ap:Header=
=a:id xmins:id="httpfwww.ibm.com/identify™=00230-1=/id=
=h:polling xmins:polling="http:fwww.ibm.comi/poll” env:role="http:Awww ibm comogger” envmustUnderstand="true™=
=lsoap Header=
=50ap.Body=
=getProduct=
=Product=\Web5Sphere DataPower</Product=
=igetProduct=
=isoap.Body=
=isoap Envelope=
B.
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=%xml versicn="1.0" encoding="UTF-8"7?=
=50ap:Envelope xmins:soap="http:fwww w3 org/2003/05/50ap-envelope™s
=50ap:Header=
=a’id xmins:id="http:fwww ibm comiidentify"=00230-1=/a'id=
=/soapHeader=
=s0ap:Body=
=items:getProduct=
=itemns:Product xamins:items="http.fwww.ibm.comicategories™=WebSphere DataFower=/items:Product=
=fitems:getProduct=
=/soap.Body=
=isoapEnvelope=

C.
=7¢ml versicn="1.0" encoding="UTF-8"%=
=50ap:Envelope xmins:soap="http./fhwww w3 .org/2003/05/50ap-envelope™=
=50ap:Header=
=jd=00230-1=/id=
=fs0ap:Header=
=50ap:Body=
=items:getProduct xmins:items="http.fwww.ibm.com/categones™
=items:Product=Web5Sphere DataPower=/items:Product=
=fitems:getProduct=
=/soap.Body=
=/so0ap.Envelope=
D.
=7dml version="1.0" encoding="UTF-8"7=
=50ap:Envelope xmins:soap="httpAwww. w3 .org/2003/05/50apenvelope™=
=50ap:Header’=
=50ap:Body=
=items:getProduct xmins:iterms="http:/fwww.ibm.com/categones™
=itemns:Product=WebSphere DataPower</items:Product=
=fitems:getProduct=
=/soap.Body=
=/lspap:Envelope=
Answer: D

20. Refer to the Exhibit.
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="UTF-8" 2>
http:/ / schemas.ibm.com/ header" xmins:msg="http:/ /schemas.ibm.com/message" xminz pay="hittp:/ / schemas.ibm.com/payload"=

<7xml version="1.0" encodi
- =msg:message xminsthdr
-<hdr:header=>
=seguencenum =hitp:/ fesb.ibm.com/ source-system:0123-4567-8901-2345</s=quencenum>
<destination=http:/ fesb.ibm.comfdest-system=/destination=
<zourcezhttp:/ fesb.ibm.com/source-system</source >
<zaction=http:/ fesb.ibm.com/dest-system#CustomerInfoRequest=/action=
<timestamp>2009-04-18T19:30:47.02</timestamp>
</hdr:headers
- =pay:payload=
- =Customer=
<Company>=Some Company</Company =
=Mame=Some Person</Nams>
- <Contactinfa>
— «iddress AddressType="Business">
<Street=123 Some Street</Strest=
=City =Some City</City >
«State=XN«</State =
=Zountry *USA</Country >
<ZipCode>12345</ZipCods=
</Address>
<Addreszs AddressType="POBox">
<Street=P0 Box 123 </Streets
<City=Some City</City=
«State =XX</State>
<Country =USA</Country=
<ZipCode=54321</ZipCode>
=/Address>
<Phone PhoneType="Business"=
=PhoneNumber=123-456-7890</PhonsMumber=
=/Phone=
<Fhone PhonsType="Mobile"=
<PhoneMumber=987-654-3210</PhoneNumber=
=/Phone=
- <Email EmailType="Business">
=EmailAddress>workaddr@somecompany.com</EmailAddress=
</Email=
= =Email EmailType="Personal’=
<Emailtddrezs*homeaddr@someisp.com</Emailaddress>
</Email >
<=/ContactInfo>
=/ Customer=
<Product>
<ProductType>Widget=/ProductType>
=UnitPrice Currency="USD"=123.45=/UnitPrice>
<Quantity =6-</Quantity >
<fProduct>
<Product>
<ProductType *Whatsit</ProductType=
<UnitPrice Currency="CAD">543.21«/UnitPrice>
<=Quantity =7 </Quantity =
=/Product>
</pay:payload=
«/msgimessage>

Given the information in the exhibit, which XPath expression locates the element named "Company"?
A. [*/Company

B. /*/*/Customer/*[1]

C. /Imsg:message/*/Customer/*

D. /msg:message/payload/*/*[1]

Answer: B
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